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Abstract
E-Service trust issues have been the subject of previous investigation from both an intangible and tangible trust
perspective in relation to B2C (Business to Consumer), Web-Services and Grid Service E-Services. Trust is a
potentially problematic area for both E-Service consumers and providers alike. Criminal abuse of trust within
B2C contexts has become common knowledge. Abuse of trust may lead to E-Service provider reputations being
at risk. Consumers of E-Services may be exposing themselves to risk through their consumption of E-Services.
Previous work investigating E-service trust from a semiotic communication paradigm has been sparse. Indeed, as
yet a coherent theoretical model or empirically grounded ‘semiotics of trust’ has failed to emerge. We present an
approach that seeks to explicate the role of trust within an explicit semiotic analytic paradigm. The longer-term
aim is to develop an E-Service Trust (EST) framework to support the analysis of trust as a key component of all
Service Oriented Architectures (SOA). Within the framework a number of techniques have been identified,
forming a tool-box. We report the results of applying one the techniques (card-sorting) in relation to seven UK eFinance sites. The initial focus of the work has mainly concentrated upon the B2C E-Service experience.
Keywords: Trust, E-Service, Semiotics, Interaction design, user-experience

1

Introduction: Trust and E-Commerce

The focus of this paper is to seek to better understand and model consumer trust formation in
the specific context of a typical B2C (Business to Consumer) E-service encounter. The wider
aim is to provide an intellectually coherent account of on-line consumer trust formation using
the semiotic paradigm as a conceptual probe. It is hoped to reveal in greater depth than
hitherto, consumer and other human actor trust determinants, to model trust-meaning making
processes and their associated acts of human-computer communication and to reveal the role
of computer mediators in consumer, provider and other stakeholder trust formation. The
planned outcomes will comprise conceptual models of trust; an analysis of E-Service provider
site content from a trust perspective, supported by evidence from relevant user based
empirical studies. This paper reports on work in progress and forms part of a wider into with
the aim of developing a semiotics of trust as previously reported earlier by two of us (French
and Liu, 2005).
The notion of trust as part of the on-line consumer experience encompasses both intangibles
as well as tangible technological trust mediators such as secure information infrastructures,
encryption, and communication protocols. Within consumer intangible trust formation both
affective and rational dimensions are likely to influence consumer purchase decisions
(Hassell, 2005). The exact conceptual boundary as between tangibles and intangibles remains
unclear. Trust determinants are also highly variable. Indeed, a highly diverse body of work
has previously examined differential trust perceptions of E-commerce sites across linguistic
and cultural boundaries (Karvonen, 2001; Lundgren and Walczuch, 2003; Smith et al, 2004;
Jarvenpaa and Tractinsky,2001). Related studies have established that consumer perceptions
of on-line trust and credibility are often determined by a user’s irrational emotional (affective)
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response to site aesthetics and surface level signs (Kim and Moon, 1998; Fogg et al 2001;
Lohse 2000). Previous studies have also examined the relationship between the surface level
design of a web-site and trust formation amongst on-line consumers. On-line trust appears to
be influenced by factors such as the site’s navigation model, site aesthetics, and branding
(Fang and Salvendy, 2003;Egger, 2003). There is also a need for e-mediated site-user
discourse to be built on secure and tangible security platforms.

2

Intended Role of the EST (E-Service Trust) Framework

The EST (E-Service Trust) framework comprises a set of models, tools and techniques
designed to offer support for multiple trust viewpoints. Specifically, for each viewpoint the
framework seeks to offer support for the systematic analysis of intangible and related tangible
trust as a soft quality factor in the context of designing, building and consuming E-Services,
focussing on E-Service SOA (Service Oriented Application) encounters. These might
encompass one or more of the following: B2C, Web-Services, and the Grid. The EST
framework is designed conceptually as a collection of interrelated top-level process models.
Within each process model, each viewpoint will be directed through a series of stages, and at
each stage a particular technique, notation and method is identified. By progressing
systematically through the process model, and by selecting recommended techniques, an Eservice provider or other stakeholder can fully account for trust aspects of their site from a
semiotic perspective. The outputs of the various stages will be integrated so as to form a
complete picture of trust issues (a semiotic trust profile) as they relate to each viewpoint.
The main idea is to enable an E-Service provider to gain a comprehensive assessment of all
their SOA E-Services in terms of trust aspects, so as to enable the E-Service provider to
ensure consistency of conformance to trust quality standards, either internal or external. The
intended customer of EST is therefore the E-Service provider. The degree of conformance to
the desired level of trust is to be determined via suitable industrial benchmarking as derived
from successful and directly comparable E-Services. The framework is intended to enable
trust aspects to be assessed using one or more viewpoints (E-Service provider, consumer,
expert evaluator, Web-service composer etc.). The aim is so as to enable a B2C site, WebService, Grid application to be assessed with respect to three main components:
- Trust and reputation aspects of the organisation or the Virtual Organisation;
- Trust aspects of the E-Service’s presentation layer(s) and user experience;
- Trust and tangible security aspects of associated ‘hidden’ security technological
mediators, agents and protocols.
The EST framework offers explicit support for the semiotic paradigm both in terms of its
emergence and relationship with existing studies and in terms of generating a set of
qualitative and quantitative results that reveal trust aspects at the social, pragmatic, empiric
(etc) layers of abstraction. The dimensions of the site in terms of intangible and tangible trust
will be assessed through the application of a set of techniques selected from a ‘toolbox’
according to the top level process models. Some of these techniques will generate qualitative
outcomes and some will generate quantitative outcomes in the form of trust metrics. The EST
framework will seek to integrate these outcomes so as to generate a trust profile for the site,
according to the different desired viewpoints selected by the E-Service provider. The essential
pre-requisite starting point for EST framework is for the E-Service provider to define a set of
top level goals that the site is intended to support. Given these goals and tasks as inputs, a
particular toolbox of techniques is used to assess trust aspects in relation to the differing
viewpoints that are required.
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2.1

The EST (E-Service Trust) Toolbox of Techniques –a B2C example

The notion of an E-Service Actor Trust Lifetime (ESATL) is to be defined and articulated
using suitable notations and fully grounded in semiotic engineering. For each viewpoint the
ESATL will seek to capture and trace along a conceptual timeline trust and mistrust
antecedents and initial trust formation, trust determinants, and then trace trust reinforcement
through engagement, and relate all of these to a set of goals. A top-level process model for
each actor, indicates the sequencing of the techniques along the timeline (and also later in a
more developed form) shows how their can be integrated. The toolbox is designed to support
consumers of E-services who have definite expectations of the service and a reasonably clear
set of defined goals. The site profile can potentially support analysis of trust perceptions and
antecedents across cultural and linguistic boundaries. This would require empirical data
samples gathered from distinct cultural groups.
For a B2C site Figure 1 below shows an example process model.
User goals

Setting analysis (trust setting
and antecedents)

Semiotic cross-cultural analysis
(social and cultural trust setting)

Semiotic
card-sorts
(initial
engagement trust Semiosis)
Tangible security trust audit: e.g.
SSL, (tangible trust mediators)

Enhanced semiotic state-modelling
(dynamic site trust user engagement)

Discourse analysis

Site trust profile (B2C consumer viewpoint)
Figure 1: B2C Consumer ESATL expressed as a top-level process model
The top-level process model in Figure 1 shows that each technique (stage) in the model
comprises a specific technique. Several existing techniques are to be adapted and some novel
techniques created so as to reveal trust aspects from a semiotic viewpoint. At present the full
range of techniques has yet to be determined for EST but Table 1 below identifies an
exemplar set of techniques selected from the toolbox that are intended to support the
consumer trust viewpoint.
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Table 1 shows how the above techniques might relate to the semiotic trust ladder previously
identified (French and Liu 2005) and described later in this paper. This ladder is partly
derived from Stamper’s famous ladder (Stamper 1973). The mapping is tentative at present
but shows how the techniques relate in broad terms to the underlying semiotic paradigm.
Proposed
Technique

ESATL
stage

Qual./
Quantitative

Trust
Type

Semiotic Trust
Ladder

Setting
Analysis
Semiotic
Crosscultural
Trust
Analysis
Semiotic
Card Sorts
Tangible
Security &
Trust
mediators
Modelling/
Audit
Enhanced
Semiotic
State
Modelling
Discourse
Analysis

A&B

Qual.

A/C

Social world

C

Quant.

A/C

Social
and
cultural world

C

Qual/Quant.

A/C

C

Qual.

C

Social
world/
Pragmatics
Pragmatics and
Empirics

D

Quant.

C

Semantics/
Syntactics

D

Qual.

A/C

Semantics

Table 1: Selection of techniques to be used from the EST framework toolbox

3

EST Outcomes: how to generate an E-Service semiotic trust profile?

EST outcomes (both qualitative and quantitative) will be aggregated together and integrated
into a semiotic trust profile of the E-Service provider and their E-Services. This profile will
enable an E-Service provider to assess the quality of their trust policies, governance, and
identifieshow these are instantiated via technological mediators (reinforced or undermined)
relative to industry norms and standards of Service.
3.1

E-Service provider organisational trust profile

Brand identity, aims, organisational culture, reputation, ethics, Corporate Governance,
Service Governance – these aspects lie outside the specific E-Service’s direct user experience
but clearly impact on the results of the quality of the E-service itself.
3.2

E-Service Site Profile

We believe that the ‘site trust profile’ is important as the cited factors are critical influences
on user choices in a competitive e-marketplace. The way in which trust is embedded in user
experience is the subject of on-going academic and industrial enquiry. Trust and a
willingness to engage with a particular e-commerce provider are distinct from straightforward
considerations of usability, as demonstrated in our empirical examples. The site trust profile
comprises the following elements:
•
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Qualitative trust metrics;
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Analysis of constructs generated during elicitation probes such as card-sorting.
Feedback from questionnaires, think-aloud protocols etc. We follow in
principle de Souza’s approach to discourse analysis in which verbal data is
recorded and categorised.
•

Quantitative trust metrics;
Site trust ratings, rankings, trust scores assigned to individual signs.

•

Visualisation techniques;
Semiotic State Models record user-system interactions in the form of state
charts that are enhanced so as to indicate the role of trust / mistrust as
consumers proceed from initial states to goal states. Their paths (sequences of
states and actions) are analysed using a paradigmatic and syntagmatic
approach.

•

Modelling techniques;
Semiotic models /analysis of tangible trust mediators/etc.

3.3

Tangible Security Mediator Analysis (B2C, Web-Service, Grid)

These form a comprehensive series of measures of the intangible and tangible trust aspects of
the organisation, the E-Service and the User Experience, the tangible security policies and
mediators used. Thus, the outcomes of EST whilst initially focussing on the User Experience
as a kind of ‘probe’ actually seeks to fully encompass both intangible and tangible aspects of
trust at the organisational level of abstraction, the site experience level and tangible mediator
levels.

4

Deconstructing the On-line Consumer’s Experience

In seeking to probe consumer trust formation it is useful to try to separate the B2C consumer
experience into a series of discrete stages, though in practice the boundaries between these
somewhat idealised stages is often somewhat blurred. The following three stages appear to be
generally recognised as normative parts of a user’s experience. Ideally, for each stage it
should be possible to identify the most suitable techniques that can be used to reveal trust
semiosis. Figure 2 below shows in schematic format how these stages reflect not only the
consumer but also the E-Service provider viewpoints. Any failure points associated with trust
are likely result in a consumer terminating the service encounter.
4.1

Initial site encounter

Initial consumer trust formation takes place from the moment the user is presented with the
home-page of the site. At this early stage of an encounter, the determinants of consumer trust
might typically include site branding, task initiators, price and promotions and look and feel
holistic perceptions as to the apparent size of the organisation, its reputation, business partners
and service and product descriptors. Specific signs of credibility such as a sites telephone
number, physical address may also be perceived as trust signs. Typically notions of "trust" are
transient and may, or may not be holistic.
4.2

Site engagement

As the user actually seeks to engage dynamically through the site's state space model their
initial set of expectations of trust and site credibility will typically be either undermined or
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reinforced as they proceed from initial states to goal and sub-goals. The critical purchase
point represents one crucial goal state that users must reach if the site is to be financially
viable.
4.3

Fulfilment

Delivery of good and services needs to match user expectations. If they do not, then trust may
be undermined. Frequent consumer issues mentioned anecdotally in the popular press include
substitution of goods (E-Groceries) and the difficulty of arranging timely delivery of tangible
goods via shipping intermediaries.

E-business culture...

User goals

Wider social and
cultural world of user

Branding
look &
feel..

E-service provider
expectations,goals
expectations,

Service quality

On -line experience
Site navigation...

User trust expectations
and purchase goals

Mistrust =
likely to occur
@ failure points?

Fulfillment aspects

FP11
FP
Failure of trust
at first encounter

FP22
FP
Failure of trust
(user can’t complete goals
e.g. pay using their credit
card)

FP33
FP
User doesn’t receive
goods/on-time etc

Figure 2: Trust failure points in e-commerce transactions

5
5.1

Indirect Approaches and Supportive Paradigms
Role of Indirect Cognitive Probes

Direct approaches such as interviews, and talk aloud protocols place considerable emphasis
and faith on a subject’s ability to self-examine their cognitive responses to stimuli. Our view
is that the use of such methods may prove to be unreliable and also reflect the experimenter’s
frame of reference a little too much. The techniques that we favour include methods such as
Card-sorts and Repertory Grids that use indirect approaches to probe non-functional quality
aspects of web-sites (Rugg and McGeorge, 1997). These indirect probes are based on the
central notion of personal construct theory developed originally by Kelly (1955). Card sorting
(known informally as ‘Card sorts’) is an empirical investigative technique, originally
conceived within the field of personal construct psychology (Kelly, 1955). Construct theory is
a distinctive tradition within psychology, and is based on the belief that human beings can
self-describe their own categorisation(s) of the world around them with a high degree of
180
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validity and reliability. Categories form an important part of an individual’s cognition and
meaning making. Card sorts offer a generic means by which investigators can seek to probe
and reveal human cognition and meaning making, in which typically the causation and
sources of that personal meaning and categorisation of the world may be highly complex and
diverse. Card sorts are intended to generate a rich data set that reflects subject’s internal
cognitive states, using an indirect investigative approach. More specifically, the approach is
intended to reveal so called tacit and semi-tacit knowledge i.e. knowledge that the subject
may be unable to articulate using a direct verbal questioning approach. Card sorts have the
additional advantage of ease in terms of the time taken to develop, carry out and their
analysis. The method makes minimal demands of subject’s linguistic abilities and it therefore
makes it particularly suitable for probing tacit and semi-tacit knowledge. User responses need
not be grammatically or even lexically correct, merely intelligible. Preliminary results from
the card sort study are reported later.
5.2

The Role of the Semiotic Paradigm

In addition we favour an approach that uses a semiotic analytic frame of reference. Semiotic
analysis has a high utility because it accommodates descriptive accounts of highly personal
and tacit factors in consumer trust formation. It accounts for these factors at various levels,
and informs the selection and deployment of empirical techniques. Of course, these
techniques (e.g. card sorting) could be used independently of the theoretical framework.
However, the semiotic paradigm framework provides a consistent descriptive frame of
reference for trust-sign related phenomena. Semiotics has been called the “science of signs”.
More specifically it is the discipline which connects meaning, meaning making,
communication and culture through an understanding of acts of signification. There are a
great variety of classical semiotic discourses and traditions, most noticeably that of Peirce
(Pierce, 1960), Saussure (1960), and Eco (1976). The fundamental notion is that stakeholders
give meanings to ‘signs’ through acts of signification called semiosis and that this (highly
variable) process of meaning making serves to mediate all acts of human communication.
Signs typically take the form of tangible visual concrete stimuli such as icons, images, and
hypertext. Signs can also take form of more abstract meaning making such as beliefs, culture
and trust. Signs are usually thought of as the building blocks of ‘texts’ i.e. texts are created to
be read (or rather interpreted) by humans through a process of sign and sign aggregate
(pattern) recognition. In classical semiotics these texts typically comprise literary, musical or
visual art-works, whilst in computer semiotics a text typically consist of a web-page
(Codognet, 2002) or other human-computer ‘text’ that is interpreted via semiosis) by
stakeholders (Liu, et al. 1998). The fundamental notion of semiotics is that user’s give
meanings to ‘signs’ through acts of signification (semiosis). This highly variable and subtle
process serves to mediate all acts of human communication within organisations via
communication patterns, rituals, speech-acts, social constructs of various kinds and at the
concrete level influences our perceptions of computer based signs embedded in an interface.
As yet a coherent semiotics of trust and security has failed to emerge from the research
literature. However, tentative papers are beginning to emerge. Wisse (2006) has recently
extended triadic semiosis to evolve what he calls enneadic semiosis (a hexadic model) in
order to account for trust in the context of identity management on the web (Wisse, 2006).
Karvonen (2001) has previously addressed intangible trust perception within a semiotic frame
of reference (Karvonen, 2001). Recently, De Souza (2005) has pointed out the need for
theories that can bring together consumers and e-service providers through the interface, and
identifies semiotic engineering as a key step in the designing and evaluating of tangible and
intangible trust aspects of systems. In an E-Service context, these systems typically comprise
B2C (Business to Consumer) e-commerce sites, Web-Services and emergent Grid Service
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platforms and their associated Human Computer Interface components. The contribution
offered below comprises a fine grained account of trust issues within B2C E-commerce
mainly from the user viewpoint. Following on from the classic work of Pierce, Saussure,
Umberto Eco and indeed, Morris (Morris, 1932) we regard trust meaning making to be a
specific instance of semiosis. That is to say, a given stimuli engenders multiple and infinite
meaning making (cognition) within a subject. This mysterious process of infinite trust
associations is dependant on the subject’s arousal state, emotional and aesthetic orientation, as
well as their cultural origin and indeed many other factors. It is important to realise that trust
semiosis takes place within a particular context – that is to say an E-Service encounter that is
itself an indirect (untrustworthy) communication model as compared to direct human to
human sign exchange. The issues are complex and wide-ranging. However some of the more
relevant aspects are reviewed below.
5.3

Is E-Shopping an Unreliable Trust Communication Process?

E-shopping typically relies on an indirect human communication trust model, in which both
vendor and customer assume proxy digital identities. Furthermore, on-line trust does not
merely involve human agents and physical tangibles but rather, trust is distributed across a
number of proxy agents and technological mediators. In this particular case the provider
assumes a proxy virtual identity (a web site located at a particular URL, with a domain name
identity and allocated to one or more physical web-servers). Similarly, the consumer assumes
a proxy identity by virtue of having an SSL (Secure Socket Layer) enabled client browser,
and an IP address mapped to a particular client device. Both provider and consumer rely on a
proxy security protocol authentication; hence both rely on a trusted third party organisation to
ultimately validate the e-commerce transaction.
Thereafter, both provider and consumer engage in mutual trust sign exchange embedded
within a series of technological processes, not all of which are transparent or directly visible
to the human agents and stakeholders involved. The kind of trust equilibrium as between
provider and consumer is necessarily more complex than in the previous example. An eservice provider is potentially exposed to risk through offering their services on-line through
the creation of a virtual identity via their exposure to immediate and/or the longer-term
adverse impact of, for example a Denial of Service Attack (Ettredge & Richardson, 2001).
At each stage of the on-line transaction process the various parties have of necessity to engage
in trust semiosis using a variety of direct and indirect tangibles. These proxies typically
include: brand identities (brand signs and trademarks), URL addresses, digital certificates,
digital seals, credit card authentication, promotions, guarantees of various kinds, and semiotic
cultural attractors. These signs serve as the necessary substitutes for the direct personal trust
sign exchange and authentication methods that typically characterise traditional shopping
transactions. However, there are inherent risks, barriers, and rewards. On-line transactions
expose the parties involved to heterogeneous risks such as brand and trademark misuse,
damage to reputation, criminal misuse, Spyware, so-called ‘phishing’ and ‘pharming’ attacks,
breach of confidence and infringement of copyright. Indeed, the whole notion of the Internet
protocol and its current (untrustworthy) ‘trust’ infrastructures such as PKI (Public Key
infrastructures), including increasing criminalisation issues have been raised by leading
industrial players such as Microsoft. Trusted identities and identity management has become a
key issue of mistrust across SOA.

182

Action in Language, Organisations and Information Systems (ALOIS), 2006

6

Towards a Semiotic Trust Ladder

Following the notion we have previously developed (French and Liu, 2005) an abstract
semiotic trust ladder can be conceptualised into a series of layers (see Figure 3 below).
S e m io tic “ tru s t” la d d e r : s u b -e le m e n ts a t th e U s e r e x p e rie n c e le v e l
A 1 u s e r a ttitu d e (s ) to ris k , tru s t
c u ltu r a l n o r m s , a ttitu d e s ,p r iv a c y

S o c ia l w o rld

A 2 p ro v id e r s e rv ic e e x p e c ta tio n s ,
b r a n d in g ( im a g e ) , c o m p e te n c y ,v a lu e s
p ric in g
A

3

s o c ie ty a ttitu d e s , tru s t, ris k , s e c u rity
le g a l a s p e c ts , p riv a c y , e -b u s in e s s
c u ltu re
s ta k e h o ld e r s ..c o n f lic tin g a ttitu d e s
s k ills , c o m p e te n c ie s

4

A

B

P ra g m a tic s

B
B

3

1

2

“ C R M ” m o d e l (u s e r-s ite -p ro v id e r)
tru s t m e ta -m o d e l
G o a ls a s tru s t re in fo rc e m e n t

S ite e x p e rie n c e /tru s t c o m m u n ic a tio n
m o d e l v ia k e y a g e n t d ia lo g u e s

S e m io tic “ tru s t” la d d e r : s u b -e le m e n ts a t th e U s e r e x p e rie n c e le v e l
C 1 s ite s ig n ific a tio n a s g o a l re in fo rc e m e n t

S e m a n tic s

C 2 fu lfillm e n t a s p e c ts … d e liv e ry re p u ta tio n a s tru s t, s e rv ic e q u a lity
C 3 s ite a s a “ tru s t” s ig n - h o lis tic
p e rc e p tio n o f th e b u s in e s s ,
n a v ig a tio n , p ric e , a s p e c ts

D 1 tru s t “ s y n ta x ” o f e le m e n ts , ta x o n o m y
o f s ig n s

S y n ta c tic s

D 2 p l a t f o r m i s s u e s , e .g . S S L c l i e n t
s e rv e r a u th e n tic a tio n … d ig ita l c e rts ,
tru s t “ s e a ls ”

Figure 3: A Semiotic Trust Ladder

7
7.1

Card Sorting: Method and Results
Method and Data Analysis

The study used forty subjects between the ages of 25-40 of various nationalities. They were
presented with cards showing static images of seven prominent UK-based E-banking web-site
home pages presented on numbered cards Abbey National, Egg, Nationwide, Intelligent
Finance, MBNA, Royal Bank of Scotland, Smile. The subjects were asked to generate
criteria (e.g. Use of colour, presence of security information) and sort the cards into groups in
accordance with the selected criteria, giving a brief description of why the grouped cards were
considered similar (i.e. construct generation). They performed this repeatedly until they were
unable to generate any further criteria. At this point they were asked to give an individual
trust rating to each site using a Likert scale. They were asked further questions to elicit their
perception of the most significant factors influencing their trust rating.
The responses were analysed for evidence of subjects’ interpretation of the home page
images, anticipation of the site as a whole and perceptions of the organisations.
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7.2
7.2.1

Results
Overview

A total of 135 criteria were captured from the 40 participants in the study. There was great
variability between the subjects in terms of the number of criteria cited (2-23). Some of these
criteria refer to the presence or absence of fine-grained taxonomy computer based signs such
as padlocks, Verisign, hypertext links, images, promotions. Other criteria refer to aspects of
site design, branding and promotions. In the following Table we have provisionally grouped
the user generated criteria into five sections. As a preliminary exercise the criteria were
grouped into categories to merge those that are deemed to be semantically equivalent. These
preliminary categories form a convenient analytic frame of reference within which to explore
more finely detailed trust and distrust meaning making, as related to holistic site trust ratings
and user responses to individual signs. The categorisation identified the primary referent of
the criteria. So for example, ‘visibility of security information’ would be in the category of
‘internal regulatory seals’, whereas ‘clarity of options’ would be in the category ‘design
aspects’. The categories are shown in Table 1, below.
External trust seals are items of a general nature that are used to engender trust such as the
Versign symbol and the padlock representing security. Internal regulatory seals include the
banks’ own policy declarations, and corporate branding, also seen as tangible trust mediators.
The wide-ranging nature of the referenced phenomena demonstrates the differing ways in
which the subjects are choosing to define and account for trust as deeply embedded within
their user experience. Indeed, it is apparent that trust cannot be neatly separated from the user
experience itself, since this is their (anticipated) frame of reference. It may be the case that
users are responding in ways shown in Table 1 below because they are choosing to define
trust using a number of simultaneous dimensions (trust as obligation, as reputation, as
aesthetically and trusted design etc.). If indeed this is the case, further confirmatory studies
are needed.
Categories of
criteria
External trust
seals/third
party
accreditation
Internal
regulatory
seals
Task-related
content
Design
Aspects
Other
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Referenced Phenomena
Verisign seal; Padlocks, ‘best Internet bank’ award.

Security information, Privacy policy, legal policy, branding,
banking codes, guarantees, policy on liability.
Interest rates, offers, products and promotions, adverts,
support features for tasks.
Graphic style, use of colour, navigation support, page layout,
text style, overall impression of appearance.
Online only or high street presence, contact information,
trustworthiness, customer service facilities, planned
maintenance information
Table 1: Pre-grouped categories of cited criteria
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7.2.2

External Trust seals

Two main items were cited, namely the Verisign seal, which was visible on one of the seven
pages only, and the padlock item which was visible on three of the seven pages. Only three
subjects made reference to these features, citing concerns at their absence from the other four
sites.
7.2.3

Internal regulatory seals

Six subjects made direct reference to some aspect of security’ privacy or guarantee policy.
Two of the six distinguished between present security information on then grounds of
presentation. One of these dismissed three of the sites for placing Security and Privacy in
substantial menu arrays. The subject generated the construct ‘standard tags-just another
feature’ to describe the way these were presented. This was contrast with the other four sites
which had more prominent security features available on the central screen area, such as a
link labelled ‘learn about security’ on one site. These sites were labelled with the construct ‘a
sense that it matters’. A further subject made the distinction between sites displaying ‘very
visible’ security information and ‘present but not clear’ information.
7.2.4

Task-related content

A total of nineteen criteria (from 12 of the subjects) made explicit reference to specific
banking services. Of these nine made reference simply to the content itself (e.g. good or bad
rates of interest). One made reference to the degree of information provided, one to the
degree of guidance, and four each to visibility and navigation. Two subjects praised three of
the sites for providing extra devices for helping customers through the process (e.g. interest
repayment calculators, demos) and contrasted this favourably with the ‘standard information’
of other sites. One subject added that it was a ‘sign of commitment to the customer’. The
same subject also criticised one site ‘combined with the corporate site’, for one other site
claiming that this diminished the sense of customer care.
The presence of irrelevant advertising on two the sites was criticised by several subjects,
concurring with findings reported in (20). Both were declared by one subject as suggesting
that ‘they want to fool me’.
7.2.5

Design Aspects

A total of fifty-six criteria had design aspects as their primary referent. Of these criteria some
referred directly to aesthetics/attractiveness, use of colour and or pictures, general screen
layout, and the sense of seriousness and professionalism conveyed. There appeared to be a
strong relationship between the graphic design of the site and the perceived degree of
professionalism. Where professionalism was the cited criteria, or named under the other
criteria as a construct, it was frequently contrasted against constructs such as ‘frivolous’,
‘cartoonish’, and ‘inappropriate’. By way of contrast, constructs describing sites with fewer
graphics and pictures drew constructs such as ‘clean’, ‘commercial’ and ‘appropriate’.
7.3

Further Analysis of Trust Propagation

The collected responses to cited phenomena were analysed further to establish evidence for
how decision-making was influenced. Positive and negative responses to particular elements
of design were analysed for evidence of how the presentation of the home page had
influenced subjects. Table 2 below summarises links between cited aspects of design,
negative constructs generated, and terms describing user interpretations. The constructs were
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identified as negative by remarks either volunteered during the card-sort exercise or elicited in
follow-ups.
Feature
Negative constructs
Example
Cited
comments
Graphics
Gimmicky, cartoon-like, irrelevant
unprofessional,
inappropriate,
[Affective]
disturbing,
suspicious
Text content
Inconsistent,
buzzword-heavy,
Suspicious,
irrelevant adverts, irrelevant offers
patronising
[Affective]
Security/
Not sufficiently emphasised
‘don’t appear
legal/
to care’.
[Affective/rational]
privacy
Information
Branding
Poor reputation
‘crude
marketing’
[Rational]
Products/
Unclear lists/visibility
‘Not
clear
services
what’s being
[Affective/rational]
offered here’
Table 2: Features and negative constructs (mistrust) – as affective and rational trust semiosis?
The examples appear to show a link between presentational factors, affective reactions to
presentational and negative trust propagation towards the site and the organisation. This is
consistent with the assertion that these design factors represent acts of signification, whether
intended by the designer or not.

8

Future Work

In future work we plan to generate and validate a High Level Trust mental Model (HLTMM)
using the outcomes of the toolbox within the EST framework. The dimensions of HLTMM
have been derived from studies of humanistic and social trust formation (i.e. trust meaning
making and propagation in social networks). The dimensions comprise: “hearsay” – evidence
from others; “direct experience” – of a web-site, service (prior and immediate);”prejudice” –
initial settings (bias of system) and “self-confidence” – the relative weight given to self
relative to others. These dimensions are inherently part of human to human (semiotic)
meaning making. As such these dimensions in various different combinations can we hope to
claim, account for trust at the organisational level of abstraction, at the level of the consumer
of a B2C experience, and also model machine to machine aspects such as the well known
SSL/TLS protocol. This claim remains speculative, but the longer term aim of our research
effort is designed to promote this lightweight humanistic model of trust. In order to do so, it
will be necessary to look beyond the user experience described within this paper, and to seek
to model trust at the Virtual Organisational (VO) level and also use a semiotic approach or
notation to model protocols such as SSL/TLS. This wider work may well include the
development of deontic models of trust, and application of Gambetta’s theory of signalling
and mimicry for protocol analysis (Gambetta, 2005). The present state of the work can best be
visualised in diagrammatic form in Figure 4 below. The initial starting point has been the user
experience and that the empirical results derived from the toolbox will be used to instantiate
the semiotic trust ladder and to validate the HLTMM. Work on the VO and technological
mediator levels remain incomplete at present.

186

Action in Language, Organisations and Information Systems (ALOIS), 2006

Figure 4: E-Service Framework – an overview of planned work
A regards the HLTMM, our tentative initial hypotheses are as follows:
- At the tangible security level – prejudice may be the main determinant;
- At the user level different sites will provide a rich mixture of hearsay and direct
experience;
- At the organisational level hearsay, self-confidence are likely to predominate.
Before attempting to validate these hypotheses it is necessary also to seek to more fully
articulate the semiotics of trust within the B2C experience itself more fully. The next planned
work is to develop techniques that capture dynamic site navigation aspects, since card-sorts
cannot clearly probe beyond a user’s immediate (static) initial impressions, important though
these are. With this in mind a state-modelling approach will be used to probe trust formation
along the EATL conceptual trust timeline and hence capture site-user communication
dynamics. It will be interesting for example to see if first impressions are reinforced or
undermined by shallow or deeper site navigation on the part of the user.

9

Conclusion

The qualitative data shows that intangible factors are a significant influence on consumer
decision making at the point of first contact. An agenda for designers therefore is to
anticipate the way in which design particulars will be deconstructed as signs, avoiding
conveying unintentional negative trust re-enforcement. Decisions on graphic design, textstyle choice of layout and branding are essential components of site presentation and therefore
their roles as trust mediators are relevant to every e-service encounter. The EST framework
requires further validation and extension beyond the initial encounter with e-Services
investigated here. Nevertheless, the results from the study indicate that visual card sorts may
well prove to be valuable as a qualitative approach to probing consumer trust semiosis at the
point of first contact with an E-Service provider.

References
CODOGNET P. (2002) “Ancient Images and New Technologies: The Semiotics of the Web”,Leonardo,Vol.35,
No.1,2002 pp. 41-49.
DE SOUZA C. (2005) The Semiotic Engineering of the Human Computer Interface, MIT Press.
ECO U. (1976) A Theory of Semiotics, Bloomington: Indiana University Press, USA.

Action in Language, Organisations and Information Systems (ALOIS), 2006

187

EGGER F. (2003) From Interactions to Transactions: designing the Trust Experience for Business-to-Consumer
Electronic Commerce, Proefschrift, PhD Thesis, Technical University Eindhoven. ISBN 90-386-1778-X.
ETTREDGE M., RICHARDSON V. (2001) “Assessing the Risk of E-commerce”, In Proceedings of the 35th
Hawaii International IEEE Conference on System Sciences, 194-205.
FANG X., SALVENDY G. (2003) “Customer-Centred Rules for Design of E-commerce Web Sites”,
Communications of the ACM, Vol. 46,No.12.
FOGG B., SOOHOO C., DANIELSON D., MARABLE L., STANFORD J., TAUBER E.,(2002) “How do
People Evaluate a Web Site’s Credibility? Results from a Large Study”. Technical Report, Stanford
Persuasive
Technology
Laboratory,
Stanford
University.
Available
from:
http://www.consumerwebwatch.org/news/report3_credibilityresearch/stanfordPTL_abstract.htm
FRENCH, T., LIU, K., (2005) “Trust for E-commerce”, Procs. ALOIS*2005 3rd International Conference,
Limerick University, Ireland, 15-16th March 2005, pp. 99-113. ISBN 1-874653-79-8.
GAMBETTA, D. (2005) Streetwise: How Customers Establish Taxi Drivers Trustworthyness, Russell-Sage
Foundation Series on Trust.
HASSELL, L. (2005) “Trust Management: Third International Conference”, Procs. iTrust 2005, Paris, France,
May 23-26, 2005, pp. 131-145.Editors: Peter Herrmann, Valérie Issarny, Simon Shiu. ISBN: 3-54026042-0
JARVENPAA S., TRACTINSKY N., and VITALE M., (1999). “Consumer Trust in an Internet Store”.
Information Technology & Management Journal, Vol. 1 (1-2),pp. 45-71.
KARVONEN, K. (2001) “Designing Trust for a Universal Audience: A Multicultural study on the Formation of
Trust in the Internet in the Nordic Countries”, Proc. 1st International Conference on Universal Access in
HCI (UAHCT’2001), August 5-10, LA, USA. Available for download as a PDF file from:
http://www.cs.hut.fi/~karvonen/
KELLY G. (1955) The Psychology of Personal Constructs, Norton and Co., Inc., USA.
KIM J and MOON JY (1998) “Designing towards emotional usability in customer interfaces-trustworthiness of
cyber-banking system interfaces”. Interacting with Computers, 10(1), 1-29.
LOHSE J (2000) “Usability and Profits in the Digital Economy”, In Proceedings HCI 2000, Usability or Else,
McDonald , S, Waern, Y and Cockton, G, Eds., Springer-Verlag, pp. 3-16
LIU K., CRUM G., DINES K., (1998) “Design issues in a semiotic description of user responses to three
interfaces”, Behaviour & Information Theory, Vol. 17, No. 3, pp.175-184.
LUNDGREN H., WALCZUCH R., (2003) “Moderated Trust – The Impact of Power Distance and Uncertainty
Avoidance on the Consumer Trust Formation Process in E-Retailing”, Lechner, Ulrike, Proceedings of
the Tenth Research Symposium on Emerging Electronic Markets 2003, 31-52, Bremen: University of
Bremen, Germany, 2003.
MORRIS C. (1932) Foundations of the Theory of Signs, Chicago University Press.
PEIRCE C., (1960) Ed. Hartshorne, C. and Weiss, P, Collected Paper of C.S. Peirce, Harvard University Press,
Cambridge, Massachusetts.
RUGG G., McGEORGE, P. (1997) ‘The Sorting Techniques: A Tutorial Paper on Card Sorts, Picture Sorts and
Item Sorts’, Expert Systems, Vol. 14, No. 2, May 1997.
SAUSSURE F.(1976) Course in General Linguistics, Duckworth, New York.
SMITH A., FRENCH T., DUNCKLEY L., MINOCHA S., CHANG Y., (2004) “A Process Model for
developing Usable cross-cultural websites”, Interacting with Computers: Special Edition – Global
human-computer systems cultural determinants of usability, Vol. 16 (1) Feb 2004, pp.63-91.
STAMPER R. (1973) Information in Business and Administrative Systems, John Wiley & Sons, New York.
WISSE P. (2006) “Semiotics of Identity Management”, Prima-Vera Working Paper, University of Amsterdam,
Paper No. 2006-02, available as PDF download from: http://imwww.fee.uva.nl/~pv/PDFdocs/2006-02.pdf

188

Action in Language, Organisations and Information Systems (ALOIS), 2006

Appendix A Semiotic Card Sort Experimental Protocol
Semiotic Card-sorting Protocol (Stage-by stage):
(Version 4)
1/6/2006
1st card-sort: (user initiated)
1. Seven prominent UK e-Finance site homepages are to be selected for the visual card
sort to ensure like-for-like consumer trust semiosis comparisons are made.
2. Live e-Finance site home-page content is to be reproduced on to a series of highdefinition Cards. Electronic cards displayed in Power-point can also be used.
3. Each participant is to given the following scenario, experimental context and
instructions. No other information will be provided by the facilitator during the 1st
card sort.
“Imagine you want to open an on-line Bank account and/or access similar online financial services using a UK E-Service provider. You are to carefully
examine the cards that are to be shown to you. Each one represents an
alternative eFinance provider’s home-page.
In the context of your initial encounter with each potential E-Service site’s
home-page visual content you are to think of a category. The category can be
absolutely anything that happens to occur to you!
Once you have thought of a category -sort the cards in order of preference with
respect to the category you have self-chosen. Then think of another category
and repeatedly sort the cards as before until you can’t think of any more!”.
1. Each respondent is to be asked repeatedly sort the Cards (as many times as necessary)
using self-generated categories. These categories will be recorded by the facilitator.
2. Facilitator will record the card-order after each sort and before another sort begins.
2nd Stage card-sort: (facilitator moderated)
1. Ask respondents to re-visit each card in turn. The facilitator will then prompt the user
to identify and respond to any individual visual elements (trust attractors and
distracters) that they notice on each card by pointing to each element. They will be
asked to assign a rating to each of the elements that they have self-identified. The
rating will be on a scale [+3,+2,+1,0,-1,-2,-3], with positive values indicating that the
visual element conveys a positive trust response whilst a negative score conveys
mistrust.
2. Ask user to carry out an additional sort of the cards playing specific attention to each
of the specific trust signs they have self-identified in order of their level of confidence
that they have previously identified
3rd Stage Card-sort De-brief
1. A de-brief session will be held to retrospectively question the subjects. For example,
the facilitator may wish to elicit whether the subjects had prior awareness of the
‘bricks-and-mortar’ organisations that operate the sites, examine whether the subjects
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were more familiar with one, or had any traceable preconceptions that may have
influenced the subjects' reactions, e.g. risk, trust predispositions. Response will be
captured in a standardised form using Likert scales, in the range (1-5) where 1
represents the lowest rating and 5 represents the highest rating.
Q1 How trustworthy does the web-site appear to be?
Q2 What is your previous exposure (if any) to the business? (e.g. via direct
shopping in the high street, advertising etc)
Q3 How would you self-rate your own expertise in using the Internet?
Q4 How trustworthy and secure do you regard Internet shopping to be?
Q5 In general would you regard yourself as a risk taker?
General user dimensions will also be captured: [Age bands:
60,61+];gender and ethnic self identification.

18-25,26-40,41-

Analysis
1. Analyse the results and present these within a semiotic analytic frame of reference
using appropriate construct analytic techniques such as cluster analysis and mapping
results to the semiotic trust ladder.
_________________________________________________________
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Appendix B
Card stimuli used for the study:
[www.nationwide.co.uk] The Nationwide Building Society

[www.smile.co.uk] Smile Bank UK (Owned by The Co-operative Bank UK)

[www.egg.com] (Majority Owned by Prudential PLC)
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[rbs.co.uk] The Royal Bank of Scotland

[www.mbna.co.uk] MBNA Corporation (Europe)

[abbey.co.uk] The Abbey National Building Society
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[www.if.com] Intelligent Finance, a subsidiary of The Halifax Building Society
___________________________________________
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